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KoHTpona
Ha npucTan

KoHTponaTta Ha npuctan e OCHoBHaTa (PyHKUMja BrpageHa BO CeEKOj
Time&Space cuctem. BknyvyBanogatoum 3a KOPUCHULNTE, KApTUYKUTE,
npucTanHuTe TOYKM W NpucTanHuTe npaBa. MctoTaka ynpaByBa co
dU13MYKN NOBp3aHUTE ypeau U anapMmmte, a BOegHO M cobupa wu
eBnaeHTnpaHmTe HactaHu. CeTo oBa NpeTcTaByBa annvKaLlmcka paMmka
3a BKJTyYyBa€ Ha OpyryM NOHanpeaHu u AOMOSTHUTENHWM NPOrpamMcKm
MOAYIM, Kako LITO € ynpaByBaweTO CO MOCETUTENW, UHTerpauumjata
CO cucTemMuTe 3a BUOEO HaA30p U pernctpauujata u eBngeHumnjaTa Ha
paboTHOTO Bpeme.




KoHTpona BO Xu1BO

PyHKUMOHANHOCTa Ha KOHTponaTa Ha MpucTan Ce 3acHOBa Ha OApXyBaHe
CTPYKTYpupaHu  npuctanHu npodunm co peduvHupaHu MpaBura  Kou
ogpeayBaat Koj cmee fga npucrtanuv Kkage u kora. [py HopmanHo pabotene
OBaa nHdopMaLmja aBTOMaTCKM ce NpeHecyBa 4O NPUCTanHNTE KOHTPonepw,
KOW MoTOa aBTOHOMHO ja M3BpLUyBaaT KOHTporarta Ha npuctan. Bo cny4aj
Ha MNPekuH BO KOMyHMKauujata, OBOj HayMH 00e3befyBa HenpekMHaTo
dYHKUMOHNpPaHLE.

Kora KOMyHVIKaLI,VIjaTa NOBTOPHO Ke ce BOCMNocTaBu, cute eBNOEHTUpPaHn
HacTaHW ke ©OwuagaT aBTOMAaTCKU npeHeceHn BO CUCTEMOT. Bo TekoT Ha
HOpMarsiHoTo online pa60Te|-be, BpaTtuTEe MOXaT Aa Ce KOHTpOoJ1inpaaTt BO XXUBO
AOVPEKTHO oA nporpamoT.
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1st Foor - Visual Space Manager (Spica HQ)
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Live View
Plans #
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Project Points
=H®} Alarm points
Forced Door (Spica Zone Spot)

Open Door (Spica Zone Spat)
Triggered by input 1 (Spica Zone ...
Unauthorized access attempt (Spi...

Unsuccessful user authetmication ...
Qutput points

Output 1 (Spica Zone Spot)

Output 2 {Spica Zone Spot)
| Reader points

Reader 1 (Spica Zone Spot)
Reader 2 (Spica Zone Spot)

BuayeneH Hansop

Cute  npuctanHM  HacTaHu,
Kako ogobpeHuTe unm ogbuenHn
npuctanu, anapmMmite u pyrute
curHanm  ce  cobupaat  BO
CUCTEMOT U Ce npuKaxyBaaT
BO peanHo Bpeme. Hapgsopot
BO XMBO OBO3MOXYBa YBWA 3a
crnydyBawata BO  MPOCTOPOT
CO MOMOLW Ha W3BECTyBaka,
KOW ce nojaByBaaT Kako pop-up
MpO30pLM Ha NPOCTOPHUOT MMaH.

Events

,,,,, ‘ 4 Registrations | |E.l Alarms || 4 Warnings | |~! .|
¥ Live View | | Time | Message |A
@ P R w——— W 26/04/2019 11:56:19 Alarm 'Unauthorized access attempt’ (ID: 7) Deactivated on controller 'Spica Zone Spot' (ID: 7). 3

@ 26042019 11:56:18 User Angeli Orr (Badge: 171448) has made docking Pass at reader Reader 1 (ID: 13) on controller Spica Zone Spot (ID: 7).
j LSl i 26/04/2019 11:56:14 Unknown user {Badge: 616217096) has attempted docking Rejected access (Missing profile) at reader Reader 1 {ID: 13) on controller
I — ) Spica Zone Spot {ID: 7).
ro]'ect mini ration

)Q E 26/042019 11:56:14 Alarm 'Unauthorized access attempt’ (Details: 5§16217098) (ID: 7) Triggered on controller 'Spica Zone Spot’ (ID: 7). L

T Events |Outputs | Alarms |

Connection: Space APT

Reader 1 (ID: 13) x

Event

User  Claus Cloy
DatefTime  02/07/2019 10:58:00
Event Departure
Reader  Reader 1 (ID: 13)
Details

Badge | N/A

Org. unit | Office
Location | North America
Employment | Part-Time

Gender | Female

Details

Reader 1 (ID: 13) x

Event

User  Ben Oglesbee
DatefTme  25/04/2019 12:07:11
Event  Rejected access (Missing profile)
Reader  Reader 1 (ID: 13)

Badge | 140573
Org. unit | Actors and actresses
Location | North America
Employment | Part-Time

Gender | Male




YnpaByBah€ CO anapmu

CuctemoT o0BO3MOXYBa MOKHa nnardgopma
3a ynpaByBake CO anapmMu, CO KOPUCHUYKM
AeduHNpaHn KaTeropumn Ha anapmu, Co HMBOA
Ha NpUMOPUTET U aBTOMAaTCKa KOHTpoOra Ha

anapmure.

Alarm | Triggered by input 1 (ID: 9)
E Status | Triggered
Date/Time | 25/04/2019 11:54:41
Controller | Spica Zone Spot (ID: 7)
Alarm Group | Critical
Actions
) Acknov
% Deactivate
el b T

1saBecTyBara BO peasiHo Bpeme

AnapmuTe 1 gpyrmte HactaHn MoxaTt ga buaart npeHacoyeHu KOH HadBOPELUHW NpuMaTeny KOPUCTEjKM pasnnyHm
HauYMHM Ha U3BeCTyBawe BO peanHo Bpeme, e-mail unn SMS nopaku.

Event Log - Time&Space Manager
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<All Organisational units>

#| | <Logation>
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File Edit View Event Report Teols Help
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Time&Space <Authentic and Manual Even ¥

B

adges <Gender> -

Likers

Fingerprints User [Date/Time

[Event

[Location

[Detailed access status

Access Groups and Areas Blondell Gillings

Presence Randie Whitehall
Fuentlng
Audit log Joret

Authorization Tami Pitkeathley

Space Charline Hamblin

Time

2R Bco Re]

Wil Stetanovic
Talyah Hunnan
Consalve McPhate
Petronia Clabburn
Inne<eu Rianca
lonescu Bianca - Iulia
Jenn Torricina

Oran Annesley
Connor Phoenix
June Freiberg

Angeli Orr

Julissa Caiger

Vachel Wignall

Lise Dnssell

Haily Kiopp

Emelia Taaffe

Touch@71T 510
Zone Touch@Z1TSLO
S0
S0
S0
SO0
S0
SO0

S0

Missing profile

Missing profile

PeBu3ncka
cneanmBocCT

Onuujata peBusmncka
CneanuBoCT MoXe aa

Ce KOPUCTU Kako KpajHo
peLleHne Npu coodyBahe
CO NpeavsBuunTe

OKOIy UHTErPUTETOT Ha
nopatoumTe. Hajuyecto e
notpebHa 3a noronemuTe
cucTemMm, nopaam
noBucoknTe bapama

3a MHdopMaLuucka
6e3begHOCT 1 cTaHAapau
3a 3aWwTuTa Ha
npuBaTHocCTa.

pplication Audit - Time e
| File EdiL View Touls Help
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TimeéiSpace <All actians>
i~Badaes
Users
" Tingerprints
ACCESS LTOUPS and Areas 26/0472019 12:28:14
-Presence 26/04/2018 12:26:13
—Fuentlag
5 hudition 26/04/2019 12:28:11
..... ApPIication AUGTE log 26/04/2019 122810
Transadtion Audit log 26/04/2019 12
- Autharization 26/04/2019 12
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#-Time
260472018 12:
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Appl

<All applications>

TimeaSpace b
Device Administration
Device Administration
Device Administration
Device Administration
Device Administration

Device Administration

<All Users>

c

Connor Phoenix

[HEeBHUKOT Ha HacTaHu
€ opraHusmpaH no
pasnuYHM KpUTEPUYMU
1 OBO3MOXYBa 6p3u n
Anabokn opeH3nyKku
npebapyBatba.
-
A

<All User Accounts>

Actinn Netail

Time Evenls Ben Oglesbee, Old value= A OK

X[ <Al entities> -

Davice
Time&Space Manager
Time&Space Manager
lime&space Manager
TimeASpare Managar
Iime&space Manager
Time&Spare Manager
TIme&space Manager
Time&Space Manager
Time&Spate Manager
Time&Space Manager
‘WebT5

WebTS Configuration
visual Space Manager
Visual Space Manager

Portal Controllers Enable Name= Web Clocking Portal OK
Portal Connor Phoenix Controllers Disable Name- Web Clocking Portal OK
Fortal  ConnorPhoenix  Controllers Reconfigure  Name= Web Clocking Portal OK
Portal Connor Phoenix Controllers Cdit Neme- Web Clocking Portal OK
Portal £ on i £ Mamas \iah Clnckine Dackal O
rortat| [8 Audit Details - u} x
Device Administration Portal| o 4coou: 2 /0as2010 1263808 & <>
Portal
Date/Time: PR 12:38:08
User Connar Phoenix
| Application Timc&Space Manager
Action Edit Time Events]
|| status Uk
| |01d value Arrival 12:58, 01/04/2019
Mcw valuc Arrival 12:15, 01/04/2012
| [Employees Ben Oglesbee
Utility

Visual Space Manager
Visual Space Manager

Viziial Snars Mananar




BrpageHa eqHocTaBHa NpecMeTka Ha  YuTayum Ha KapTUYKm

pa6OTHOTO BpeMe MpuctanHuTe koHTponepun Zone Ac-
cess HydaT noagplika Ha  LMPOK
Oypu n 6e3 coogBETHMOT MOAYN 3a perncrpauunja Ha paboTHO BpeMe, Kpyr BoAedkn GpeHaoBu n - Mopenu
paboTHMUTE 4YacoBM Ha NpaKTUKaAHTUTe, BpaboTeHUTe CO CKpaTeHo Ha YnTa4n Ha KapTU4kK, Kako LWTO ce
paboTHO Bpeme, HaBOPELLUHUTE COPaboTHULIM UMK NOAM3BeayBaYmnTe yutaunte HID iCLASS. T[ogertanHu
MoXaT Ja ce eBMAeHTUpaaT co ynoTtpeba Ha eqHOCTaBHWM NpaBuna WHGopMaumn  okony  noadplikara
3a eBMaeHUMja Ha paboTHO Bpeme, Kako Ha NpuMep “cuTe OEHOBU BO 3a KOHKpeTeH OGpeHa v Mofern, ce Ha
ceamuuara oz 8:00 go 18:00 yacoT co ncknyyok Ha Hegenute”. MoxaTt pacnonarare Ha Bauwe Gapatse.

[a ce HarogaT HeorpaHu4yeH 6poj paBGoTHM NHTepBanu.
Hekou gpyrm HanpegHu obyHKUNN:

« JlokaneH Anti-Pass-Back*

» [nobaneH Anti-Pass-Back* - 6a3npaH Ha TokeHu

)
NO, 4

* [lpeknoneH Ha4mH Ha npuctan®

» [lpaBuno Ha gBajua*
* KoHTpona Ha enesartop*

« OTneyaTok of MpPCT, COMYBaH Ha KapTuyka

* 3aBUCHO 0, MalLMHCcKaTa onpema

BuomeTpuckn Yntadm

Cwncremot Time&Space Hyau HanpegHa nogaplika 3a buomerpuckute
yntaum ldemia (Morpho Lite) u TBS (2D n 3D uutaum), kou 3a
naoeHTnurkalLmja kopuctat otneyaTok of npct. Noseke Hopmauum ce
Ha pacnonarawe BO Opoluyparta 3a nHrerpauuja Ha Time&Space n Mor-
EE EE pho kako n Time&Space u TBS. [dpyrn 6MomMeTpuckn yntadm moxart ga
6uaaT nogapxaHun Ha Bawe Gapamse.

Morpho Morpho

3a noBeke nHpopmauum Be monnme nornegHeTe rm cnegHUTe
Time&Space 6poluypu:

Best Together — onwTa 6powypa 3a cuctemot Time&Space

System Description — LenoceH onuc Ha cuctemot Time&Space

Zone Access - Spica npucTanim KoHTponepm

Front Space — Moayn 3a ynpaByBare CO NOCETUTENU

Milestone Integration — nHterpauuja co onpema 3a Bugeo Hagsop Milestone Xprotect

Morpho Integration — nogapiuka 3a Morpho Sigma n Sigma Lite 6uomeTtpuckn yntaum og Idemia
TBS Integration — noggplika 3a 6GuomeTpucku umtaum og TBS

Biometrics and Time&Space — Boany co onwTty MHdopmauun
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